] UBND TINH NGHE AN CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc 1ap - Tw do - Hanh phuc

S6: 709 /STTTT-CPS Nghé An, ngay 19 thing 4 niam 2024
V/v tang cudng cong tac bao dam an toan
thong tin mang trong dip L& 30/4, 01/5 va 70
nam chién thang Dién Bién Phu

Kinh gri:
- Céc sd, ban, nganh cép tinh;
- UBND cac huyén, thanh, thi.
- Céc t6 chuc Chinh tri — X4& hoi;
- Phong co yéu, CNTT, Vin phong Tinh uy.

Thuc hién coéng vin sb 1465/BTTTT-CATTT ngay 17/04/2024 cta Bo
Thong tin va Truyén théng vé viéc ting cuong cong tac bao dam an toan thong
tin mang trong dip L& ky niém ngay giai phong mién Nam théng nhat dat nudc
30/4, ngay Qudc té lao dong 01/5 va 70 nam chién thang Dién Bién Phu, So Thong
tin va Truyén thong dé nghi cac co quan, t6 chirc, doanh nghiép trién khai mot sd
bién phap nhu sau:

1. Téng cuwdng trién khai hoat dong bio dam an toan thong tin mang:

a) Cung cd va uu tién nguén lyc, nhan lyc cho nhi€ém vu Ung tryc, giam sat
24/7; chu dong theo ddi thuong xuyén, lién tuc cic hé thong giam sat an toan
thong tin tap trung, hé thong phong, chéng ma doc tap trung dam bao phat hién,
xu ly, khac phuc kip thoi tan cong mang, canh bao ma doc dugc xac minh.

b) Kiém tra, cap nhat diy di cac ban vé an toan thong tin cho hé thong thong
tin theo canh bao cua Cuc An toan thong tin, S& Thong tin va Truyén thong va
cac co quan, to churc lién quan;

c) Ra soat, kiém tra, danh gia, khic phuc cac 16 hong bao mat; san lung mbi
nguy hai va béc g& phan mém doc hai cho toan bd mdy chu, may tram trong hé
théng mang (uu tién cac hé théng thong tin co dia chi IP ndm trong Danh sach IP
mang Botnet dugc Cuc An toan thong tin canh bao hang thang hoic dot xuit, vin
ban giri kém theo); thuong truc theo ddi, tiép nhan va xir 1y cac canh bao an toan
thong tin do S¢ Thong tin va Truyén thong cung cap.

d) Sén sang trién khai ké hoach (g pho, xir 1y su ¢6 tan cong mang va nhanh
chong khoi phuc hoat dong binh thudng cua h¢ thong thong tin trong truong hop
x4y ra su co.

2. Pé nghi Phong co yéu, CNTT — Vin phong Tinh uy: tham muu vin ban
thong bao cho céc t6 chirc co s& Pang dé bict va thuc hién.

3. Pé nghi Cong Thong tin dién tir Nghé An



2

- Pang tai toan vin ndi dung cong van sé 1465/BTTTT-CATTT ngay
17/04/2024 cua BO Thong tin va Truyén thong 1én Cong thong tin dién tur tinh
Nghé An.

- T6 chire kiém tra, ra quét, kip thoi c6 phuwong an xtr Iy d6i v6i cac hé thong
hién dang chu tri quan tri k¥ thuét.

- B6 tri can bo k¥ thudt thuong xuyén theo ddi hé thong, hd tro nguoi si
dung khi ¢6 nhu cau.

4. Giao Trung tam CNTT&TT Nghé An

- Tham muu vin cta ctia S& Thong tin va Truyén thong ctr dau mdi tiép nhan
thong tin vo1 Cuc An toan thong tin, B Thong tin va Truyén thong.

- La dau moi bao dam duy tri, két ndi lién tuc, kip thoi chia s¢ thong tin voi
Cuc An toan thong tin; trong d6, luu ¥ két néi t6i hé thong giam sat an toan khong
gian mang qudc gia (Trung tim Gidm sat an toan khong gian mang qudc gia).

- T6 chirc kiém tra, ra soat, kip thoi c6 phuong an xir Iy ddi v6i cac hé théng
hién dang chu tri quan tri k¥ thuat, ddc bi€t hé thong mang may tinh cuia S6 Thong
tin va Truyén thong.

- Nghién ctru giai phap hd tro cac don vi trién khai khi c6 yéu cau.

5. Poi véi cac doanh nghiép cung cap dich vu vién théng, Internet; Cac
to chirc, doanh nghi€p cung cap nén ting chuyén doi so trén dia ban tinh:

a) Tang cuong ngudn nhan lyc, phan cong nhan luc tryc giam sat, hd tro va
khac phuc sy ¢6 bado dam ha tang vién thong, Internet an toan, thong suot.

b) Ra soat, trién khai ddy du cac bién phap bao vé, bao dam phat hién sém
va kip thoi ngin chin hoat dong tin cong mang, phat tan thong tin xau ddc, thong
tin vi pham phap ludt trén hé théng thong tin, ha ting mang ludi, nén tang s6 thudc
pham vi quan 1y.

¢) Tang cuong theo ddi, cap nhat, xir Iy cac phan anh, khiéu nai cua ngudi
dung vé tin nhan rac, cudc goi rac, dac bi¢t 1a tin nhan ltra ddo, cudc goi ltra dao
qua hé thong ti€p nhén phan &nh tin nhan rac, cudc goi rac do Bo Thong tin va
Truyén thong (Cuc An toan thong tin) chia s¢; Xt ly quyét li€t, triét dé cac truong
hop phat tan tin nhan réc, tin nhan ltra ddo, cudc goi rac, cudc goi ltra ddo ma
nguoi dung phan anh.

d) Thuc hién nghiém va kip thoi cac bién phap xir Iy theo yéu cau ctua B
Thong tin va Truyén thong (Cuc An toan thong tin) va co quan chirc ndng c6 tham
quyeén.

Trong trudng hop can thiét co thé 1ién hé dau mdi hd tro:

- Trung tam Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC)
dién thoai 024.3640.4421 hodc so di¢n thoai truc duong day néng Uimg clru su co
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086.9100.317, thu dién tir: ir@vncert.vn.

- Trung tAm Giam sat an toan khong gian mang quéc gia (NCSC), dién thoai:
02432091616 hodc s6 dién thoai truc duong day nong ho tro giam sat, canh bao sém
0389942878, thu dién tr: ais@mic.gov.vn.

- Poi tmg ctru su ¢d an toan thong tin mang tinh Nghé An:

+ Pia chi: S6 06 dudong Tran Huy Liéu, phudng Hung Phuc, thanh phd Vinh,
tinh Ngh¢ An.;

+ Dién thoai: 02383.589.417/02388.687.567/02383.500.027;

+ Email: ngheancert@nghean.gov.vn/ngheancert@gmail.com;

+ Website: naict.tttt.nghean.gov.vn

+Poi truong: Ong V6 Trong Phu, Pho Giam ddc Sé Thong tin va Truyén thong
Nghé An (dién thoai: 02383.500.027)

+ Poi pho: Ong Phan Binh Giang, Quyén Giam déc Trung tim Céng nghé
Thong tin va Truyén thong Nghé An (dién thoai: 0913.887.571)

+ Poi pho: Ong HO Trung Pong, Trudng phong Chuyén doi sé S¢ Thong tin
va Truyén thong Nghé An (dién thoai: 0902.161.678).

Tran trong!./.

Noi nhgn:

- Nhu trén;

- UBND tinh (b/c);

- PAOS, Cong an tinh Nghé An (p/h);
- Giam dbc (b/c);

- Luu: VT, CBS (d/c Hoi).
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